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Abstract. This paper reports on a project to exercise, evaluate and enhance a
methodology for developing high assurance software for an embedded system
controller. In this approach, researchers at the National Security Agency cap-
ture system requirements precisely and unambiguously through functional
specifications in Z. Rockwell Collins then implements these requirements using
an integrated, model-based software development approach. The development
effort is supported by a tool chain that provides automated code generation and
support for formal verification. The specific system is a prototype high speed
encryption system, although the controller could be adapted for use in a variety
of critical systems in which very high assurance of correctness, reliability, and
security or safety properties is essential.

1 Introduction

In order to study advanced high speed electronics technology, hardware research en-
gineers at the National Security Agency started a project to build a prototype high
speed encryption system. The system architecture they arrived at is shown in Fig. 1.

In this design, the Data Accelerators handle input/output functions, data format-
ting, and enforcement of some security policy rules. The encrypt core and decrypt
core perform the actual encryption and decryption. These six subsystem blocks are in
the high speed data paths. The control block manages the subsystem blocks but lies
outside the high speed data path. An important consequence of this architecture is
that the High Speed Crypto Controller (HSCC) does not need to be implemented us-
ing any exotic high speed electronics technology. The critical HSCC design goals are
high reliability and achieving very high assurance of functional correctness and essen-
tial security properties. As a result, project responsibility for implementing the data
accelerators and the crypto cores remained with the hardware engineering organiza-
tion while responsibility for the HSCC was passed to the High Confidence Software
and Systems (HCSS) Division.

Because of the general research mission of the HCSS division, the project now had
two main goals. The first goal was to deliver a working controller. The second goal
was to exercise, evaluate, and try to enhance a strong software development method-
ology. Since this is a security system, the methodology has to support a full range of
development aspects from requirements through very rigorous evaluation by inde-
pendent evaluators. And, in addition to being rigorous, it should also be cost-effective
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Fig. 1. High-Speed Crypto Functional Block Diagram

in time and money. Given these goals, and the limited resources of a research organi-
zation, we in the HCSS division needed an industrial partner. We found the ideal
partner in Rockwell Collins.

One reason for teaming with Rockwell Collins was their capability with the
AAMP7G microprocessor and high-assurance FPGA development. The AAMP7G
supports strict time and space partitioning in hardware, and has received an NSA
MILS certificate based in part on a formal proof of correctness of its separation kernel
microcode, as specified by the EAL-7 level of the Common Criteria [5]. The formal
verification of the AAMP7G partitioning system was conducted using the ACL2 theo-
rem prover, and culminated in the proof of a theorem that the AAMP7G partitioning
microcode implements a high-level security policy [4].

Perhaps more important than their hardware capabilities, Rockwell Collins has a
very solid approach to software development. It features an integrated, model-based
development toolchain with a focus on providing a domain-specific modeling envi-
ronment that abstracts the implementation details, promotes architectural level design,
and provides automated transformations between the problem domain formalisms and
the target platform. The tools simplify code development and facilitate the applica-
tion of automated formal analysis tools. In addition, the toolchain is capable of inter-
facing directly to a simulation environment, providing another level of assurance of
design correctness.

For its part, HCSS researchers have experience in the Z specification language
[10]. They have written Z functional specifications and design descriptions for sev-
eral internal development projects. In the Tokeneer project [1,2], HCSS researchers
played the role of customers and read and commented on draft specifications and de-
signs in Z written by Praxis High Integrity Systems. In addition to experience in the
requirements stage of development, HCSS people are familiar with the security
evaluation work done by other NSA personnel.
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The approach we chose for this project was for HCSS to take the lead in writing
control software requirements in the form of functional specifications in Z. Rockwell
Collins would take these specifications as input into their established development
process. They would look for opportunities to strengthen the process, including the
support for evaluation, or save time and money by taking advantage of the formal
specifications. Everyone would see where the tool support was good or in need of
improvement. This is a report on our experience. It is only incidentally about high-
speed electronics technology or cryptography. Furthermore, because of limited space,
we do not discuss in this paper data separation or any other properties of the hard-
ware, for example, of the sort described by McComb and Wildman [6].

2 Z Specification Work

Over the last ten years, HCSS researchers have worked with other organizations using
Z in support of a variety of development projects. We use the Z/EVES [9] support tool
and have found it quite suitable for our needs. Based on our experience, we chose to
use Z to write functional specifications on this high assurance controller project.

Most of the people involved in using Z over the years had some relevant technical
background. An author of this paper is a trained mathematical logician who was in-
volved in writing the ISO standard for Z and participated actively in all the projects.
Most others had backgrounds in electrical engineering, mathematics or computer sci-
ence, but began with no formal methods experience at all. Some had no technical
background. Since there was only one occasion in which a number of people wanted
to learn Z at about the same time, the usual pattern was individual learning. The new-
comer started reading a Z textbook and asked more experienced people questions
whenever something was not clear. They joined the small working group (two to four
people) and quickly progressed from observers to active participants. When new fea-
tures of the language came up, they were explained and discussed to make sure that
everyone had the correct understanding. This informal on-the-job training approach
has worked quite well. We have never had anyone decide that Z or formal methods
were too difficult. Quite the opposite, in fact. Those who have expressed an opinion
have said that learning the notation was not as hard as they thought it would be.

Our experience is that writing a good functional specification or system design
document in Z is hard work. That is because writing a good functional specification
or system design document is hard work. The clarity and organization obtained
through using an expressive mathematically based notation such as Z makes the work
easier, not harder.

On this project we tried to follow good habits acquired over the years. We think
carefully about names and try to use clear helpful names and well chosen abbrevia-
tions. We have a house style for notational details such as capitalization. The impor-
tant point is that both writers and readers of Z benefit greatly from a consistent style.
The specific details of the style are not nearly as important as the fact that there is a
set of standard conventions. In our finished documents, we adhered strictly to the
principle that every Z paragraph was immediately preceded by an accurate English
translation. No naked Z allowed.
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The order in which we specify different aspects of the system matters. We usually
start in the middle. That is, think first about the primary activity of the system when
everything is working correctly. Define important data structures, introducing given
types and other basic data types as needed. Define operations in the normal, success-
ful case. Usually the inputs, outputs, preconditions, postconditions, and invariants are
fairly clear. Then consider all the possible error cases. These are usually associated
with the ways in which preconditions on the inputs fail or assumed invariants fail.
Finally, combine all the possible cases, correct and faulty.

Since this project was to produce the controller for a crypto system, we had to de-
scribe, at a suitable level of abstraction, the main work of the system. On the
outbound data path, this includes accepting, filtering and formatting data in the Red
Ingress data accelerator, encryption in the encrypt core, and formatting and sending
data out in the Black Egress data accelerator. The inbound data path is a mirror image
with a decrypt core.

From this basic system analysis, we could see what control data structures had to
be provided by the controller to properly manage the system. Basically, the system
had to match each incoming piece of user data with the right cryptographic algorithm
and key material. Secondary functions such as managing and updating key material
were handled next. We had to define a system control protocol to convey system
management messages back and forth between the controller and the other subsys-
tems. After specifying this basic functionality of the system and the controller, we
worked on the functional description of the subsystems.

This was when we realized that the Ingress data accelerators would also receive
data such as new key material addressed to the system itself. This should not be en-
crypted or decrypted but instead passed to the controller. Similarly, the Egress data
accelerators would have to send out data from the controller addressed to external re-
cipients. After finishing all six subsystem specifications, we revisited the combined
system level-controller specification to incorporate all the added functionality not
previously considered. At this point we have complete and final Z specifications for
the six subordinate subsystems and are doing the final revised specification for this
version of the controller.

There were two aspects of the Z work on this project which were new to us. Be-
cause the encrypt and decrypt core subsystems were being developed by one team, the
data accelerators by another team, and only the controller by our team with Rockwell
Collins, we decided to write the specifications as separate documents. Actually, the
top level system specification and the controller specification were so intertwined,
they were in one document. The need to integrate a number of separate specifications
was one we had not encountered before. The challenge of keeping all seven specifica-
tion documents consistent was addressed in two ways. On the conceptual level, the
fact that the same people (with one change) wrote all the documents and we were all
conscious of the need for consistency was sufficient for us to keep each other honest.
We could and did refer to previously written documents to check on details.

Where careful thinking was not sufficient was on the level of small details. Our
goal was the possibility of merging (the Z content in) all seven documents into a
unified system specification which was syntactically correct, type correct, and seman-
tically correct. This goal could be met only if all the tiny details of spelling, capitali-
zation, presence of underscores, etc. were coordinated to make names intended to
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have the same meaning in the different documents appear exactly the same and names
intended to have different meanings differ in some detail. This is a task for which a
computer is far more effective than a whole team of human beings. We took advan-
tage of the capability of Z/EVES to export and import Z between its internal represen-
tation and LaTeX mark up. We devised an approach and wrote some Python scripts to
automate the process and use Z/EVES to help with the required checking. The new
tool support did not eliminate the need for careful thinking and attention to detail, but
gave us much greater confidence that we have done things right.

The work described in this paper is all part of an ongoing research program. An
early version of a system specification was written over a period of about eighteen
months. It consisted of 185 pages of Z and English. Using that document, specifica-
tions for the six subordinate subsystems and a lower level communication protocol,
totaling 290 pages, were written in about eight months. Finally, a revised controller
specification estimated to contain 255 pages of Z and English is being written in
about four months. In each case two or three people were involved.

3 Model Based Development

Model-based development (MBD) refers to the use of domain-specific, graphical
modeling languages that can be executed and analyzed before the actual system is
built. The use of such modeling languages allows the developers to create a model of
the system, execute it on their desktop, analyze it with automated tools, and use it to
automatically generate code and test cases.

The next section discusses the use of MBD in the HSCC software development
process.

3.1 HSCC Software Development Using MBD

Software for the HSCC system was developed in two parts. System software (drivers
and interrupt/trap handling) and portions of the high-level application code (message
formatting and control processing) were implemented in hand-coded SPARK. This
code includes information flow annotations to enable use of the Praxis toolchain and
provide assurance of correctness.

Database transactions were designed and developed using the Rockwell Collins
MBD tool-chain, Gryphon [12]. Simulink/Stateflow models were created for each da-
tabase transaction. Each model was then tested via simulation in the Reactis tool to
discover and correct obvious errors. When complete, the Gryphon framework is used
to translate the model into the Prover tool. Gryphon supports several back-end formal
analysis tools, including Prover, NuSMV and ACL2; for this project Prover was
deemed to have the best combination of performance and automation. Prover is used
to exhaustively verify each transaction preserves properties (derived from Z specifica-
tions) about the database it is acting upon. The proven correct Simulink model was
then used to generate SPARK-compliant Ada95 for use on the target. Fig. 2 below il-
lustrates the process flow.
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The following sections briefly describe each tool involved in the HSCC software

development process.

3.1.1 Simulink®, Stateflow®, MATLAB®

Simulink®, Stateﬂ0w®, and MATLAB® are products of The MathWorks, Inc. [11]
Simulink is an interactive graphical environment for use in the design, simulation,
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implementation, and testing of dynamic systems. The environment provides a custom-
izable set of block libraries from which the user assembles a system model by select-
ing and connecting blocks. Blocks may be hierarchically composed from predefined
blocks. Simulink was chosen for development because it is the standard model-based
development environment at Rockwell Collins and has extensive existing tool sup-
port, including support for formal analysis.

3.1.2 Reactis

Reactis® [8], a product of Reactive Systems, Inc., is an automated test generation tool
that uses a Simulink/Stateflow model as input and auto-generates test code for the
verification of the model. The generated test suites target specific levels of coverage,
including state, condition, branch, boundary, and modified condition/decision cover-
age (MC/DC). Each test case in the generated test suite consists of a sequence of in-
puts to the model and the generated outputs from the model. Hence, the test suites
may be used in testing of the implementation for behavioral conformance to the
model, as well as for model testing and debugging.

Model Checkers:
NuSMV, Prover,

imuli Simelink BAT, Kind, SAL
Simulink «z--- SR + SCADE *-.

> Theorem Provers:
—* L
i Lustre ACL2, PVS
simulink__ Safe State .""
StateFlow <--SITtiie). gty
Gateway Machines Programming
Languages:
SPARK (Ada), C
e Rockwell Collins/U of Minnesota
--------- » Esterel Technologies “wDesign
Verifier

Fig. 3. Rockwell Collins Gryphon Translator Framework

3.1.3 Gryphon

Gryphon [12] refers to the Rockwell Collins tool suite that automatically translates
from two popular commercial modeling languages, Simulink/Stateflow® and
SCADE™ [3], into several back-end analysis tools, including model-checkers and
theorem provers Gryphon also supports code generation into Spark/Ada and C. An
overview of the Gryphon framework is shown in Fig. 3. Gryphon uses the Lustre
formal specification language (the kernel language of SCADE) as its internal repre-
sentation. Gryphon has been in development at Rockwell Collins for the last 6 years,
and has been used on several significant formal verification efforts involving Simu-
link models.

3.1.4 Prover

Prover [7] is a best-of-breed commercial model checking tool for analysis of the be-
havior of software and hardware models. Prover can analyze both finite state models
and infinite-state models, that is, models with unbounded integers and real numbers,
through the use of integrated decision procedures for real and integer arithmetic.
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Prover supports several proof strategies that offer high performance for a number of
different analysis tasks including functional verification, test-case generation, and
bounded model checking (exhaustive verification to a certain maximum number of
execution steps).

3.1.5 Custom Code Generation

By leveraging its existing Gryphon translator framework, Rockwell Collins designed
and implemented a tool-chain capable of automatically generating SPARK-compliant
Ada95 source code from Simulink/Stateflow models.

3.2 Transaction Development

Simulink/Stateflow models are used as the common starting point for both the imple-
mentation and analysis. Each model corresponds to a single database transaction.
Model inputs correspond to SPARK procedure “in” parameters and outputs correspond
to “out” parameters. Note the database object used by each transaction model may
appear as both an input and an output if the database is modified by the transaction. In
this case, the database object access appears as an “in out” parameter in the generated
code. For each database, one model must be created to initialize the data object, as
well as models to perform necessary transactions (add, delete, lookup) on the data-
base. Additional models are required for the formal analysis to model invariants on
the database object. This topic will be covered in more detail in subsequent sections.

The screenshot in Fig. 4 below shows a sample Simulink model which contains the
“Dest_Encr_Addr_Found” lookup function performed on the Routing Table. This
function performs a lookup in the Routing Table to determine if the specified destina-
tion encryptor address is found in the table. The inputs (at left) are the routing table
(“Rt_Tbl”) and the destination encryptor address (‘“Dest_Encr_Addr”) for which to
search. The output (at right) is the boolean value (“Found”) resulting from the search.
The rectangular block in the center is a Simulink subsystem block which implements
the database lookup.

Rt_Thl | Fr_ThI
Found 4‘
Dest_Encr_Addr Found
[rest_Encr_Addr_Found

Dest Encr_Addr

Fig. 4. Destination Encryptor Address Found model

Typically, a transaction model will contain a Stateflow chart inside the Simulink
model. Stateflow is well-suited to the implementation of the database operations. The
screenshot in Fig. 5 below shows the contents of the of the Simulink subsystem block.
The heavy vertical bar at the left is a Simulink Bus Selector. Simulink Bus Objects
are roughly analogous to a record in Ada or SPARK. (The Reactis tool does not allow
Bus Objects as inputs to Stateflow charts, so a Bus Selector is used to separate the



274 D. Hardin et al.

?ﬁ,mmingﬁwrds,m '\

addr_count_list_in

dest_addr_map_in

[ » | dest_addr_walid_list_in
R found
dest_addr_list_in Foumd

dest_addr_rewmap_in

dest_ener_addr_list_in

\s@_encr_aaar L

Routing Table_dest_encr_addi_found

Dest_Enc_Addr

Fig. 5. Sample Simulink Subsystem

) Stateflow (chart} RoutingTable_library/Dest_Encr_addr_Found,/RoutingTable_dest_encr_addr_found =[]
He Edt Wew sinubton ook Add Hob =
CHE (B[ cs 2 BE) I s (HSHBEMAO| R
-
Inttialize ail outputs and locals.
@ 7 o
EI {addr_found = FALSE;
pi=s rec=0;seg=0;
found = FALSE; }
Search for given destination enciyptor address in the destination encryptor address list (dest_ence_addr_list_in)
laddr_found 88 addr count list infrec] > 0 [(seq <\WORDS_PER_ADDRESS) &&
[(rec MAX_NUM_ROUTING_RECORDS) ] EaegZO‘} st infrec) » 0] {dest_encr_addr{seg] == dest_encr_addr_list_inlrecliseg]) ]
N
e :
A i
{seg++ }
{rec++1
[ seq == WORDS_PER_ADDRESS |
{ addr_found = TRUE; }
[addr_found == TRUE]
{found = TRUE; }
}

given destination enciyptor address has been found

{found = FALSE; }

ghen destination encrypitor adess Js ot nthe Routing Tabie = coNE

=
« [—
Ready

Fig. 6. Sample Stateflow Chart.

component parts of the Bus Object into separate inputs to the Stateflow chart.) The
large rounded rectangle block is a Stateflow chart.

Fig. 6 shows the expanded Stateflow chart of the Dest_Encr_Addr_Found model,
which implements the database search. Statements are attached to various transitions.
Those in curly brackets (“{ }”) represent assignment statements. Statements in
square brackets (“[ ]7) represent conditional expressions. Conditional transitions are
executed only if the expression evaluates to “true”.

As stated earlier, a model must be built for each transaction in each database. In
the case of the Routing Table, these are:

e Init — procedure to initialize the routing table data structure (called upon reset)

e Add - database transaction to add a routing record to the routing table
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e Delete — database transaction to remove a routing record from the routing
table

e Dest_Encr_Addr_Found — database query to determine existence of destina-
tion encryptor address

e Get_Dest_Addr_List — database lookup to return list of addresses mapped to
an encryptor address

e Get_Dest_Encr_Addr — database lookup to return encryptor address mapped
to a destination address

Fig. 7 below show the interfaces provided by each model, alongside the generated
SPARK procedure signature.

procedure Init (
RLTblp Rt_Tbl :out  Routing_Table Types.Routing Table Type)

Init

procedure Add (
2| RO RY_Tbl_out Rt Tbl :in out  Routing Table Types.Routing Table Type ;
| vest adar Dest_Addr :in  Routing_Table_Types.Address_Type ;
- Dest_Encryptor Addr im Rout ing_Table Types.Address_Type ;
»| Dest_Encr_Addr Responsg Response :out Unsigned.Word)

Add

procedure Delete (

> RLTHI Routing Table_out| Rt_Thl :in out Routing Table_ Types.Routing Table Type ;
) Dest_Addr :in  Routing Table Types.Address_Type ;
Dest Addcin Dest_Encryptor Addr Found im Boolean ;
3| Dest_Encryptor Addr Found  Response ) Response :out Unsigned.Word)
Delete
procedure Dest Encr_ Addr_Found (
3| R_Tbl Rt_Tbl :in Routing_Table_Types.Routing_Table_Type ;
Found Des t_Encr Addr :in Routing_ Table_Types.Address_Type ;

> Dest_Encr_Addr Found :out Boolean )

Dest_Encr_Addr_Found
Get_Dest_Encr_Addr (

5| R Tl Is._Vaiid Rt _Thl :in  Routing Table Types.Routing Take Type ;
Dest_Addr :in Routing Table Types.Address_Type ;
>| Dest_Addr Dest_Encr_Addr| is_valid :out Boolean ; .
- —Ene Dest_Encr_Addr out Routing Table_ Types.Address_Type )
Get_Dest_Encr_Addr
pr Get_Dest_Addr_List (
S| R Tol Is_Valid Rt_Tbl : in Routing Table_Types.Routing_ Table_Type ;
- Dest Addr : in R outing Table Types.Address Type ;
Dest_Addr List Is_Valid : out Boolean ; - -
5| Dest_Encr_Addr Dest_Addr_Count| Dest_Addr_List : out Routing_Table Types.Dest_Addr_List Type ;
Dest_Addr_Count : out Unsigned.Word)

Get_Dest_Addr_List

Fig. 7. Transaction Models and associated SPARK Signatures

3.3 Invariant Modeling

To perform formal analysis on the transaction models, it is first necessary to model
any invariants on the data structures. These invariants are taken directly from the Z
specification. As an example, the following invariants appear in the Z specification
for the Routing Table:

V kda: knownDestAddresses; rry, rry: routingRecords
« kda e rry.destinationAddresses A kda € rr,.destinationAddresses
> =1
Y rry, rry: routingRecords
- rri.destinationEncryptorAddress = rry.destinationEncryptorAddress
=Trry=rr

Fig. 8. Z Specification Invariant Sample
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This specification indicates that no duplicate destination addresses or duplicate en-
cryptor addresses may appear in the Routing Table. These invariants are checked by
the “no_dups” model (shown in Fig. 9 below). Given a routing table input (“Rt_Tbl”),
the model checks that no duplicate destination encryptor addresses exist in the data
structure and sets the output booleans accordingly. Note that the number of boolean
outputs in the model is determined by the internal representation of the routing table
data structure, and that the condition in which all four boolean outputs are “false” in-
dicates that both invariants hold.

dup_dest_addr_map_entry

dup_dest_addr_map_entry

dup_dest_encr_addr_list_entry

Rt_Tbl dup_dest_encr_addr_list_entry

Rt_Thl dup_dest_addr_list_entry

dup_dest_addr_list_antry

dup_dest_addr_rewmap_entry

no_dups dup_dest_addr_revmap_entry

Fig. 9. Sample Invariant Model

3.4 Formal Verification

This section illustrates the approach to performing formal analysis on a database
transaction. The necessary models include both the transaction model and any invari-
ant models associated with the relevant database(s). In the formal analysis we are es-
tablishing two kinds of properties: 1.) data invariants over the databases (as defined
by the Z schemas defining each database) and 2.) transaction requirements that ensure
that the operation performed by a model matches the Z schema for that transaction.

3.4.1 Proof Strategy

The proof strategy employed for the data invariants is induction over the sequence of
transactions that are performed. We first verify that the Simulink models responsible
for initializing each database establish the data invariant for that database. This step
provides the basis for our induction. We then prove every transaction that modifies a
database maintains the invariant for that database. More concretely, on the “init”
models, we use the model checker to determine whether or not the data invariants
hold on the model outputs. For the other transactions, the proof strategy is to assume
the invariants in the input “pre” database (prior to performing the transaction), and
then use the model checker to determine whether the invariants hold in the output
“post” database (resulting from performing the transaction).

We prove all the invariants required by the Z specification and also additional in-
variants involving implementation details related to realizing the Z databases in Simu-
link/Stateflow. For example, a linked-list representation is used for many of the finite
sets described in the Z document. In this case, additional invariants establish that the
linked list is a faithful representation of the finite set.

The transaction requirements for each operation are specified as additional properties
that must hold on the “post” database. For example, when deleting an element, these
properties ensure that the element in question has been removed from the database.
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3.4.2 Stateless Transactions

Transactions on HSCC databases (and transactional database systems in general) are
designed to perform a complete unit of work, or fail without making any modifica-
tions to the database. This indicates that each transaction can be developed without
the use of internal state. It is this property of transactional databases that greatly sim-
plifies the model-checking effort, because proofs can be obtained using just bounded
model-checking to depth 1, instead of (for example) automated k-inductive reasoning.
Taking advantage of this property made the most difficult proof obligations tractable,
and reduced the time of simpler proofs from hours to minutes.

3.4.3 Routing Table Example

As an example, we present the proof system for the DeleteRoutingEntry transaction,
which deletes an entry from a routing record in the routing table. The Z schema which
specifies the RoutingTable is shown below in Fig. 10. The specification describes the
contents of the database, the maximum size of the database, and further constraints on
the data (no duplicate addresses, as discussed previously).

_ RoutingTable
routingRecords: F RoutingRecord
knownDestAddresses: F NETWORK ADDRESS
maxNumRoutingRecords: N

# routingRecords < maxNumRoutingRecords
knownDestAddresses = U | rt: routingRecords - rt.destinationAddresses }
V kda: knownDestAddresses; rry, rry: routingRecords
« kda e rr.destinationAddresses A kda € rry.destinationAddresses
= rry =rr
Y rry, rry: routingRecords
- rry.destinationEncryptorAddress = rry.destinationEncryptorAddress
= rry =rr

Fig. 10. Z specification of the Routing Table database

For a complete understanding of the proof strategy, it is necessary to present the un-
derlying representation of the Routing Table, shown in Fig. 11.

The number of routing records currently in the database is represented as
“num_routing_records”. The “addr_count_list” array maintains the number of valid
destination addresses, on a “per routing record” basis. The “dest_addr_map” 2-D array
holds pointers to the destination addresses. Each row corresponds to a routing record.
The “dest_encr_addr_list” contains the destination encryptor addresses (one per rout-
ing record). Since an “address” may be a IPv4 or IPv6, this array is sized to contain
eight 16-bit values. Taken collectively, a slice across the three arrays (addr_count_list,
dest_addr_map, and dest_encr_addr_list), as shown by the dashed arrows, represents a
single routing record, which comprises one or more destination addresses mapped to a
single destination address. Since 3-D arrays are not supported by the toolchain (spe-
cifically, not by Reactis), a mapping array is used. The dest_addr_map array contains
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Fig. 11. Routing Table Data Structure Implementation

not the actual destination address, but rather an index into another array which holds all
of the known destination addresses. Together, the “dest_addr_valid_list” array and the
“dest_addr_list” array form the list of known destination addresses. The dest_addr_
valid_list is an array of booleans, indicating whether the corresponding row of the
dest_addr_list array contains a known address. (Note that all-zeros is accommodated as
a valid address, so a valid flag must accompany the list of addresses.) As with the
dest_encr_addr_list array, the dest_addr_list is sized to hold either an IPv4 or IPv6 ad-
dress (eight 16-bit values). In order to support reverse lookups (destination encryptor
address = destination address), we employ a mapping array which contains the row
and column indices (into the dest_addr_map array) for a given destination address.
Constant array bounds are indicated in the figure. The maximum number of routing re-
cords in the table is defined as MAX_NUM_ROUTING_RECORDS. The maximum
number of destination addresses mapped to a destination encryptor address is MAX_
NUM_DEST_ADDRS_PER_REC. The number of values required to represent the
largest address (IPv6, in the current implementation) is WORDS_PER_ ADDRESS.

The transaction to be model-checked in this example will be the DeleteRoutingEn-
try transaction. Its Z specification is shown in Fig. 12.
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_ DeleteRoutingEntry.
ARoutingTable
ControlDB
destinationAddress?: NETWORK ADDRESS
modRoutingRecord, delRoutingRecord: RoutingRecord
response!: Response

destinationAddress? € knownDestAddresses
delRoutingRecord
= (W rr: routingRecords | destinationAddress? e rr.destinationAddresses)
# delRoutingRecord.destinationAddresses > 2
= modRoutingRecord.destinationAddresses
= delRoutingRecord.destinationAddresses \ {destinationAddress?}
A modRoutingRecord.destinationEncryptorAddress
= delRoutingRecord.destinationEncryptorAddress
A routingRecords' = routingRecords \ {delRoutingRecord} u {modRoutingRecord}
# delRoutingRecord.destinationAddresses = 1
A delRoutingRecord.destinationEncryptorAddress
g { cr: controlRecords « cr.destinationEncryptorAddress }
= routingRecords' = routingRecords \ {delRoutingRecord}
response! = success

Fig. 12. Z Specification of DeleteRoutingEntry

From the specification of the DeleteRoutingEntry function, the inputs are the rout-
ing table object, the destination address (the address to be deleted), and a boolean
(“Dest_Encryptor_Addr_Found”) which indicates whether the destination encryptor
address (mapped to the destination address) exists in the Control database. (This
lookup is performed by the caller of the DeleteRoutingEntry function.) Although the
Z specification is for only the successful case (error cases are handled in separate
schemas), the model must properly trap and handle all error cases. The RoutingTable
Delete model is shown in Fig. 13 below. Outputs are the updated routing table object
(“Routing_Table_out”) and the response code (‘“Response”). Note that this is the
same Simulink model (Delete.mdl) used for code generation. The model for the in-
variant discussed previously is also shown in Fig. 13. This model checks for any du-
plicate entries in the routing table.

dup_dest_addr_map_entry
[ Rt_Tbl ) .
Routing_Table_out dup_dest_encr_addr_list_entry
> Dest_Addr_in 7| RLTDI dup_dest_addr_list_entry
> Dest_Encryptor_Addr_Found Response
dup_dest_addr_revmap_entry
Delete

no_dups

Fig. 13. DeleteRoutingEntry Model and “no_dups” Invariant Model
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Given the underlying representation of the routing table, additional invariants must
be constructed to complete the infrastructure for model verification. One such model,
“is_consistent” determines whether the database is in a valid, consistent state. For ex-
ample, checks are performed to ensure that each “count” value (e.g.
num_routing_records, addr_count_list array elements) is within valid bounds. Mapping
array elements are checked to ensure they point to valid entries in their target arrays.
Finally, all unused array elements are checked to ensure they have been cleared (set to
zero) by any previous Delete operations. (The data structure is initialized to all zeros
upon reset by calling an “init” function.) The “is_consistent” model is shown in Fig. 14
below.

num_routing_records_too_large
addr_count_list_entry_too_large
dest_addr_revmap_entry_too_large
num_rt_rec_incons_addr_count_list
uncleared_map_entry
revmap_pointer_incons
valid_flag_error

| RLTDI uncleared_dest_encr_addr
uncleared_dest_addr
uncleared_revmap_entry
uncleared_addr_valid_entry
sum_addr_count_neqg_sum_addr_valid
addr_count_list_not_compacted
dest_addr_map_entry_too_large

is_consistent

Fig. 14. Routing Table "is_consistent" Invariant Model

Since the Delete operation removes at most one destination address, the resulting
routing table must be a subset of the original table. A transaction requirement model
has been constructed to check that the “post” routing table object is a subset of the
“pre” object. The t2_contains_tl model shown in Fig. 15 checks if Rt_Tbl_2 “con-
tains” Rt_Tbl_1, and sets the output boolean (“t2_contains_t1”) accordingly. Addi-
tionally, the model returns the difference in counts (of destination addresses) between
the two input routing table objects.

Finally, the resulting routing table must not contain the destination address which
was to be deleted. The “address_deleted” requirement model in Fig. 15 checks for the
existence of the specified address and returns a boolean result.

> Rt_Tbl_1 t2_contains_t1 >| Rt_Tbl
addr_deleted
> Rt_Tbl_2 count_incr >| Dest_Addr
t2_contains _t1 address _deleted

Fig. 15. Routing Table "t2_contains_t1" and "address_deleted" Invariant models
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== M Delete
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Fig. 16. Sample Formal Analysis Model (part 1)
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Fig. 17. Sample Formal Analysis Model (part 2)

Given the transaction model, the collection of invariant models, and the transaction
requirement models, the approach is to assume the data invariants hold prior to per-
forming the Delete operation, and then verify that the invariants and transaction re-
quirement models hold following the Delete operation. The proof model is shown in
Fig. 16 and Fig. 17. Due to the size of the model, the screenshot has been split into
two parts for better readability.
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Fig. 16 shows the preconditions portion of the proof model. This contains the de-
lete transaction model along with the invariants which are assumed to be true for the
“pre” table, namely the ‘“no_dups” (check for duplicated addresses) and
“is_consistent” (check for a valid, consistent state).

Fig. 17 shows the postconditions portion of the proof model. This includes the delete
model and the invariants which are to be verified against the resulting routing table. The
invariants are “no_dups”, “is_consistent”, “t2_contains_t1”, and “address_deleted”. If
all these invariants are true (i.e. the post-conditions are true), then the correctness of the
delete operation is verified.

The model-hierarchy used to perform the proof analysis is translated to the Prover
imperative language using the Gryphon translation framework and discharged by the
Prover model checker.

3.4.4 Formal Verification Results Summary

The formal verification effort for the project as a whole resulted in the proof of some
840 properties for the HSCC databases, of which 140 were written by the verification
team, and the remainder (mainly well-formedness checks) automatically generated by
the Gryphon framework. Verification required less than 5% of total project effort over
the course of seven calendar months.

3.4.5 Caveat

Due to the demands of a fully-functioning cryptographic system, it will be necessary
to populate databases with hundreds, if not thousands of elements. The extreme size
of these databases makes model-checking the fully-sized system impossible, due to
state-space explosion. Instead, in this effort, a small representative sized database
(n=3) was verified in formal analysis. The design of each transaction model allows
the user to configure the size of a database to be configured at compile time with a
global variable. The claim can be made this is sufficient, due to the design of the da-
tabase transaction models, however no attempt to prove this claim have been made.
Future work at Rockwell Collins will be focused on proving this claim, and it will be
discussed further in the Future Work section of this document.

3.5 Code Generation

Code generation is performed after a transaction is proven to satisfy all of its invariant
properties. This is accomplished through the use of a proprietary translation tool that
leverages the existing Gryphon framework to generate SPARK-compliant Ada95
source code for use on the AAMP7G.

All of the transactions are compiled into single Ada95 package for use by the sys-
tem programmer. The procedures in the package declaration are shown in Fig. 7.

4 Future Work

Whenever all the subsystems are available, NSA researchers will integrate them into a
demonstration system. We also plan to organize the assurance evidence produced in
this phase and ask our evaluation organization for their assessment. We won’t get a
full evaluation of our prototype system, but expect to get expert advice on possible ar-
eas for improvement to our assurance case. Depending on available resources, we
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plan to add functionality missing from the current system. For example, this version
can use connections to peer system established and entered by hand. A full system
must be capable of automatically establishing and tearing down connections as
needed. For another example, this version manages cryptographic key material inter-
nally, including limited key update capability. It does not have the capability of re-
questing and receiving new key material from an external source. This capability
would be essential in a real system.

Rockwell Collins will continue this research initiative by investigating two key
issues.

The selection of Simulink/Reactis tool-chain caused considerable difficulty due to
the lack of an orthogonal type system: Simulink currently does not support arrays of
record-types (called buses in Simulink). Reactis further restricts the type system by
only supporting arrays of one or two dimensions. Consequently, databases could not
be designed in an intuitive way, simply to satisfy the Simulink type system. This fac-
tor drove up transaction development time, increased the number and complexity of
proof obligations, and hampered the development of the proprietary code generator.
SCADE, by Esterel Technologies, is a model-development environment similar to
Simulink, but features an orthogonal type system, and fits directly into the Gryphon
toolchain off the shelf. A comparison of the transaction development process with
both Simulink/Reactis and SCADE tool-chains would reveal whether or not the use of
SCADE results in significant reductions in development time and cost.

Each transaction was checked to satisfy invariants over a finite-sized database.
This partial proof provides a high degree of assurance, however it would be ideal to
obtain a proof that each transaction satisfies invariants over databases of arbitrary
length. One major obstacle to obtaining this general proof is the use of various FOR
loops within each transaction to traverse the elements of a database. Because these
loops are typically limited by constants defined at compile time, it would be necessary
to prove these loops preserve the transaction invariant over an arbitrary number of it-
erations. Software model-checkers, such as SLAM by Microsoft, handle this problem
with some degree of success. Research would focus on techniques employed by
software model-checkers to overcome this problem.

5 Conclusion

Our experiences developing the HSCC system have shown that the methodology de-
scribed in this paper is a viable process for the development of high-assurance soft-
ware for use in cryptographic systems.

NSA-provided specifications written in the Z formal notation proved to be superior
to those written in English-language in producing a complete and unambiguous set of
software requirements. Using these specifications as the main development artifact,
Rockwell Collins was able to quickly and accurately determine the necessary pre and
post conditions for each database transaction.

The use of a model-based approach to transaction development provides early
simulation capabilities, leading to earlier discovery of errors in both the specification
and in the implementation. The use of automated code generation removes the possi-
bility of human coding errors. The application of automated model checkers provides
a proof of correctness at a level unattainable through traditional software testing
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methods. With all of these components in our software development approach, we
have exercised a viable methodology to deliver high-assurance software with a much
greater level of confidence than software developed through traditional approaches.

The use of SPARK information flow annotations for Ada95 code at the system level
provides assurance the system code is properly routing information to each of the de-
vices in the HSCC architecture. Hardware enforced (AAMP7G partitioning)
red/black separation serves as the final sentinel in preventing unintended red/black
communication. In our judgment, the methodology described in this paper is sturdy
enough to support full EAL-7 certification of a production encryptor based on this re-
search prototype.

Despite the apparent advantages of the proposed methodology, some aspects of the
approach need further development before the methodology can readily be employed.

The most serious limitation is the relatively poor support in portions of the tool-
chain for composite data structures. For many of the databases in the HSCC system,
multi-dimensional arrays would have been the natural representation chosen, had Re-
actis allowed their use. Instead, multiple two-dimensional arrays were used, leading
to a more complex implementation and an increased burden in development of the
proof infrastructure models. Arrays of structures would have been a natural choice to
represent some of the databases, but Simulink does not support such data structures.
The use of the SCADE tool, or improvements to the Mathworks tool-suite may ad-
dress some or all of these issues.

Another limitation is the relatively small size of databases for which transaction
proofs are able to be obtained. Further research will look into identifying methods
to leverage existing transaction proofs to obtain general proofs of arbitrarily sized
databases.

References

1. AdaCore Inc, Tokeneer product description at AdaCore,
http://www.adacore.com/home/products/sparkpro/tokeneer/

2. Barnes, J., Chapman, R., Johnson, R., Widmaier, J., Cooper, D., Everett, W.: Engineering
the Tokeneer Enclave Protection Software. In: Proceedings of IEEE International Sympo-
sium on Secure Software Engineering (ISSSE) (2006)

3. Esterel Technologies, Inc., SCADE Suite product description,
http://www.esterel-technologies.com/products/scade-suite

4. Greve, D., Richards, R., Wilding, M.: A Summary of Intrinsic Partitioning Verification. In:
Proceedings of ACL 2004, Austin, TX (November 2004)

5. Hardin, D.: Invited Tutorial: Considerations in the Design and Verification of Microproc-
essors for Safety-Critical and Security-Critical Applications. In: Cimatti, A., Jones, R.
(eds.) Proceedings of the Eighth International Conference on Formal Methods in Com-
puter-Aided Design (FMCAD 2008), pp. 1-8 (November 2008)

6. McComb, T., Wildman, L.: Verifying Abstract Information Flow Properties in Fault
Tolerant Security Devices. In: Liu, Z., He, J. (eds.) ICFEM 2006. LNCS, vol. 4260,
pp- 621-638. Springer, Heidelberg (2006)

7. Prover Technologies, Inc. Prover SL/DE plug-in product description,
http://www.prover.com/products/prover_plugin



10.

11.

12.

Development of Security Software: A High Assurance Methodology 285

Reactive Systems, Inc. Reactis product description,
http://www.reactive-systems.com

. Saaltink, M.: The Z/EVES System. In: Bowen, J.P., Hinchey, M.G., Till, D. (eds.)

ZUM 1997. LNCS, vol. 1212, pp. 72-86. Springer, Heidelberg (1997)

Spivey, J.M.: The Z Notation: A Reference Manual, 2nd edn. International Series in
Computer Science. Prentice Hall, Englewood Cliffs (1992)

The Mathworks, Inc., Simulink product description,
http://www.mathworks.com/Simulink

Whalen, M., Cofer, D., Miller, S., Krogh, B.H., Storm, W.: Integration of formal analysis
into a model-based software development process. In: Leue, S., Merino, P. (eds.) FMICS
2007. LNCS, vol. 4916, pp. 68—84. Springer, Heidelberg (2008)




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile (Color Management Off)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 290
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.01667
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 290
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.03333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 800
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 2400
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.000 842.000]
>> setpagedevice


